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Get an Overview of the ANS-CO01 Certification:

Who should take the ANS-C01 exam? This is the first question that comes to a
candidate’s mind when preparing for the Advanced Networking Specialty
certification. The ANS-CO1 certification is suitable for candidates who are keen
to earn knowledge on the Specialty and grab their AWS Certified Advanced
Networking - Specialty. When it is about starting the preparation, most
candidates get confused regarding the study materials and study approach. But
ANS-CO1 study guide PDF is here to solve the problem. ANS-COl1 PDF
combines some effective sample questions and offers valuable tips to pass the
exam with ease.

Why Should You Earn the AWS ANS-CO1
Certification?

There are several reasons why one should grab the ANS-CO1 certification.

e The Advanced Networking Specialty certification proves to be one of the
most recognized certifications.

e The certification badge proves the knowledge of the candidate
regarding subject matters and makes his resume presentable to
potential candidates.

e Thus earning the AWS Certified Advanced Networking - Specialty is
a powerful qualification for a prosperous career.

What Is the AWS ANS-CO1 Advanced
Networking Specialty Certification Exam
Structure?

AWS Certified Advanced Networking - Specialty (Advanced
Exam Name . .

Networking Specialty)
[Exam Code ANS-CO01
[Exam Price $300 USD
IDuration 170 minutes
INumber of Questions |65
IPassing Score 750 / 1000
Recommended Exam Readiness - AWS Certified Advanced
Training / Books Networking - Specialty
Schedule Exam PEARSON VUE
Sample Questions AWS ANS-C01 Sample Questions
Recommended AWS Certified Advanced Networking - Specialty
Practice Practice Test
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Enhance Knowledge with ANS-CO1 Sample
Questions:

Question: 1

A company hosts its ecommerce application on Amazon EC2 instances behind an
Application Load Balancer. The EC2 instances are in a private subnet with the default DHCP
options set. Internet connectivity is through a NAT gateway that is configured in the public
subnet.

A third-party audit of the security infrastructure identifies a DNS exfiltration vulnerability. The
company must implement a highly available solution that protects against this vulnerability.

Which solution will meet these requirements MOST cost-effectively?

a) Configure a BIND server with DNS filtering. Modify the DNS servers in the DHCP
options set.

b) Use Amazon Route 53 Resolver DNS Firewall. Configure a domain list with a rule
group.

c) Use AWS Network Firewall with domain name filtering.

d) Configure an Amazon Route 53 Resolver outbound endpoint with rules to filter and
block suspicious traffic.

Answer: b

Question: 2

A gaming company is planning to launch a globally available game that is hosted in one
AWS Region. The game backend is hosted on Amazon EC2 instances that are part of an
Auto Scaling group.

The game uses the gRPC protocol for bidirectional streaming between game clients and the
backend. The company needs to filter incoming traffic based on the source IP address to
protect the game.

Which solution will meet these requirements?

a) Configure an AWS Global Accelerator accelerator with an Application Load Balancer
(ALB) endpoint. Attach the ALB to the Auto Scaling group. Configure an AWS WAF
web ACL for the ALB to filter traffic based on the source IP address.

b) Configure an AWS Global Accelerator accelerator with a Network Load Balancer
(NLB) endpoint. Attach the NLB to the Auto Scaling group. Configure security groups
for the EC2 instances to filter traffic based on the source IP address.

c) Configure an Amazon CloudFront distribution with an Application Load Balancer
(ALB) endpoint. Attach the ALB to the Auto Scaling group. Configure an AWS WAF
web ACL for the ALB to filter traffic based on the source IP address.

d) Configure an Amazon CloudFront distribution with a Network Load Balancer (NLB)
endpoint. Attach the NLB to the Auto Scaling group. Configure security groups for the
EC2 instances to filter traffic based on the source IP address.

Answer: a
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Question: 3

A company hosts a public hosted zone in Amazon Route 53. The company wants to
configure DNS Security Extensions (DNSSEC) signing for the public hosted zone. All the
company's business-critical applications are running in the us-west-2 Region.

The company has created a symmetric, customer managed, single-Region key in us-west-2
by using AWS Key Management Service (AWS KMS). A network engineer finds that the
existing AWS KMS key cannot be used to create a key-signing key (KSK).

How can the network engineer resolve this issue?

a) Recreate a symmetric, customer managed, multi-Region key in the us-east-1 Region.
Use this key to create a KSK.

b) Recreate a symmetric, customer managed, single-Region key in us-west-2. Use this
key to create a KSK.

¢) Recreate an asymmetric, customer managed key with an ECC_NIST_P256 key spec
in the us-east-1 Region. Use this key to create a KSK.

d) Recreate an asymmetric, customer managed key with an ECC_NIST_P256 key spec
in us-west-2. Use this key to create a KSK.

Answer: c

Question: 4

A company collects a high volume of shipping data and stores the data in an on-premises
data center. A network engineer wants to use Amazon S3 to store the data during the first
phase of a migration to AWS.

During this phase, an application that resides in the data center will need to access the data
privately in an S3 bucket that the company created.

The company has set up an AWS Direct Connect connection with a private VIF to connect
the on-premises data center to a VPC. The network engineer plans to use this Direct
Connect connection for the hybrid cloud setup. The solution must be highly available.

What should the network engineer do next to implement this architecture?

a) Configure an S3 gateway endpoint in the VPC. Update VPC route tables to route
traffic to the S3 gateway endpoint. Configure the S3 gateway endpoint DNS name in
the on-premises application.

b) Configure an S3 interface endpoint in the VPC. Configure the S3 interface endpoint
DNS name in the on-premises application.

¢) Configure an S3 gateway endpoint in the VPC. Update VPC route tables to route
traffic to the S3 gateway endpoint. Configure an HTTP proxy on an Amazon EC2
instance in the VPC to route traffic to the S3 gateway endpoint. Configure the HTTP
proxy DNS name in the on-premises application.

d) Configure an S3 interface endpoint in the VPC. Update VPC route tables to route
traffic to the S3 interface endpoint. Configure an HTTP proxy on an Amazon EC2
instance in the VPC to route traffic to the S3 interface endpoint. Configure the HTTP
proxy DNS name in the on-premises application.

Answer: b
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Question: 5

A company is designing infrastructure on AWS with three VPCs connected to a transit
gateway. The three VPCs are an application VPC, a backend VPC, and an inspection VPC.

The application VPC and the backend VPC have compute instances deployed in Availability
Zone A and Availability Zone B. Stateful firewalls are deployed in the same Availability
Zones in the inspection VPC, which is a shared services VPC.

All traffic is routed through the inspection VPC through the stateful layer 7 virtual firewall
appliances to comply with a security policy that mandates traffic inspection. There are no
overlapping IP addresses across the three VPCs.

A network engineer must ensure that traffic between the application VPC and the backend
VPC can route through the inspection VPC's stateful firewalls.

Which solution will meet these requirements?

a) Create IPsec VPN connections between the transit gateway and the virtual firewall
appliances.

b) Configure Virtual Router Redundancy Protocol (VRRP) on the virtual firewall
appliances.

c) Set up BGP between the transit gateway and the virtual firewall appliances.

d) Enable transit gateway appliance mode for the VPC attachment to the inspection
VPC.

Answer: d

Question: 6

A company has multiple VPCs in the us-east-1 Region. The company has deployed a
website in one of the VPCs.

The company wants to implement split-view DNS so that the website is accessible internally
from the VPCs and externally over the internet with the same domain name, example.com.

Which solution will meet these requirements?

a) Change the DHCP options for each VPC to use the IP address of an on-premises
DNS server. Create a private hosted zone and a public hosted zone for
example.com. Map the private hosted zone to the website's internal IP address. Map
the public hosted zone to the website's external IP address.

b) Create Amazon Route 53 private hosted zones and public hosted zones that have
the same name, example.com. Associate the VPCs with the private hosted zone.
Create records in each hosted zone that determine how traffic is routed.

c) Create an Amazon Route 53 Resolver inbound endpoint for resolving example.com
internally. Create a Route 53 public hosted zone for routing external DNS queries.

d) Create an Amazon Route 53 Resolver outbound endpoint for resolving example.com
externally. Create a Route 53 private hosted zone for routing internal DNS queries.

Answer: b
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Question: 7

An ecommerce company has a business-critical application that runs on Amazon EC2
instances in a VPC. The company's development team has been testing a new version of
the application on test EC2 instances.

The development team wants to test the new application version against production traffic to
address any problems that might occur before the company releases the new version across
all servers.

Which solution will meet this requirement with no impact on the end user's experience?

a) Configure Amazon Route 53 weighted routing policies by configuring records that
have the same name and type as each of the instances. Assign relative weights to
the production instances and the test instances.

b) Create an Application Load Balancer with weighted target groups. Add more than
one target group to the forward action of a listener rule. Specify a weight for each
target group.

c) Implement Traffic Mirroring to replay the production requests to the test instances.
Configure the source as the production instances. Configure the target as the test
instances.

d) Configure an NGINX proxy in front of the production servers. Use the NGINX
mirroring capability.

Answer: c

Question: 8

A company is using Amazon Route 53 Resolver for its hybrid DNS infrastructure. The
company is using Route 53 Resolver forwarding rules for authoritative domains that are
hosted on on-premises DNS servers.

The company achieves hybrid network connectivity by using an AWS Site-to-Site VPN
connection. A new governance policy requires logging for DNS traffic that originates in the
AWS Cloud.

The policy also requires the company to query DNS traffic to identify the source IP address
of the resources that the query originated from, along with the DNS name that was
requested.

Which solution will meet these requirements?

a) Create VPC flow logs for all VPCs. Send the logs to Amazon CloudWatch Logs. Use
CloudWatch Logs Insights to query the IP address and DNS name.

b) Modify the existing Route 53 Resolver rules to configure logging. Send the logs to an
Amazon S3 bucket. Use Amazon Athena to query the IP address and DNS name.

¢) Configure DNS logging for the Site-to-Site VPN connection. Send the logs to an
Amazon S3 bucket. Use Amazon Athena to query the IP address and DNS name.

d) Configure Route 53 Resolver query logging for all VPCs. Send the logs to Amazon
CloudWatch Logs. Use CloudWatch Logs Insights to query the IP address and DNS
name.

Answer: d
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Question: 9

A company has developed a new web application that processes confidential data that is
hosted on Amazon EC2 instances.

The application needs to scale and must use certificates to authenticate clients. The
application is configured to request a client's certificate and will validate the certificate as
part of the initial handshake.

Which Elastic Load Balancing (ELB) solution will meet these requirements?

a)

b)

d)

Configure an Application Load Balancer (ALB) that includes an HTTPS listener on
port 443. Create an Auto Scaling group for the EC2 instances. Configure the Auto
Scaling group as the target group of the ALB. Configure HTTPS as the protocol for
the target group.

Configure a Network Load Balancer (NLB) that includes a TLS listener on port 443.
Create an Auto Scaling group for the EC2 instances. Configure the Auto Scaling
group as the target group of the NLB. Configure the NLB to terminate TLS. Configure
TLS as the protocol for the target group.

Configure a Network Load Balancer (NLB) that includes a TCP listener on port 443.
Create an Auto Scaling group for the EC2 instances. Configure the Auto Scaling
group as the target group of the NLB. Configure TCP as the protocol for the target
group.

Configure an Application Load Balancer (ALB) that includes a TLS listener on port
443. Create an Auto Scaling group for the EC2 instances. Configure the Auto Scaling
group as the target group of the ALB. Configure TLS as the protocol for the target

group.

Answer: c
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Question: 10

A company is migrating many applications from two on-premises data centers to AWS. The
company's network team is setting up connectivity to the AWS environment. The migration
will involve spreading the applications across two AWS Regions: us-east-1 and us-west-2.
The company has set up AWS Direct Connect connections at two different locations. Direct
Connect connection 1 is to the first data center and is at a location in us-east-1. Direct
Connect connection 2 is to the second data center and is at a location in us-west-2.

The company has connected both Direct Connect connections to a single Direct Connect
gateway by using transit VIFs. The Direct Connect gateway is associated with transit
gateways that are deployed in each Region.

All traffic to and from AWS must travel through the first data center. In the event of failure,
the second data center must take over the traffic.

How should the network team configure BGP to meet these requirements?

a) Configure the local preference BGP community tag 7224:7300 for the transit VIF
connected to Direct Connect connection 2.

b) Configure the local preference BGP community tag 7224:9300 for the transit VIF
connected to Direct Connect connection 2.

c) Use the AS_PATH attribute to prepend the additional hop for the transit VIF
connected to Direct Connect connection 2.

d) Use the AS_PATH attribute to prepend the additional hop for the transit VIF
connected to Direct Connect connection 1.

Answer: a

What Study Guide Works Best in Acing the AWS
ANS-CO1 Advanced Networking Specialty
Certification?

The ANS-CO01 study guide is a combination of some proven study tips and the
combination of all valuable study materials like sample questions, syllabus and
practice tests in one place.

Explore the Syllabus Topics and Learn from the Core:

If you are determined to earn success in the Advanced Networking Specialty
exam, getting in full touch of the syllabus is mandatory. During preparation,
you might not like all syllabus sections or topics, but try to get at least the
fundamental knowledge from the sections you don’t like. The more you possess
knowledge on all syllabus sections, the more is the chance to attempt maximum
number of questions during the actual exam.
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Make Your Schedule:

Studying and completing the syllabus becomes easier, if you work on the
syllabus topics after making a schedule. Your syllabus must mention what areas
you want to cover and within what time. Once you make a schedule and follow
it regularly, syllabus completion becomes easier and preparation becomes
smoother.

Get Expert Advice from the Training:

Do not forget to join the AWS ANS-COL1 training if it is providing any. Training
enhances the practical knowledge of a candidate, which helps them to work well
in the practical field during projects.

Get Access to the PDF Sample Questions:

If your study material is in a PDFE format or the materials are mobile-friendly,
what could be better than that? Get access to the free sample questions and
keep enhancing your knowledge beyond the syllabus.

Avoid Dumps and Utilize the AWS ANS-CO1 Practice Test:

Why should you rely on practice tests? The reason is simple: you must get
familiar with the exam pattern before reaching the exam hall. An aspirant aware
of the exam structure and time management during the exam preparation can
perform well in the actual exam and attempt the maximum number of questions
during the exam.

Many aspirants prefer to read from dumps, but they miss out on the self
assessment method. Therefore, ANS-CO1 practice tests always stand out to be
the better choice than dumps PDF.

Avail the Proven ANS-CO01 Practice Test for Success!!!

Do you want to pass the ANS-C01 exam on your first attempt? Stop worrying;
we, VMExam.com are here to provide you the best experience during your AWS
Certified Advanced Networking - Specialty preparation. Try out our free mock
tests to get a glimpse of our quality study materials, and build your confidence
with the premium ANS-CO1 practice tests. Our expert-designed questions help
you to improve performance and pass the exam on your first attempt.
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