
 

  

Details of the Exam-Syllabus-Questions 

ISACA CISM STUDY GUIDE PDF 

CISM 
ISACA Certified Information Security Manager (CISM) 

150 Questions Exam – 450/800 Cut Score – Duration of 240 minutes 

Grab the ISACA Information Security Manager Certification PDF 

Questions & Answers 

https://www.isaca.org/credentialing/cism
http://www.edusum.com/


 CISM Exam Questions 

 

ISACA Information Security Manager Certification Practice Exam 1 
 

Table of Contents: 

Get an Overview of the CISM Certification: .................................. 2 

Why Should You Earn the ISACA CISM Certification? ................. 2 

What is the ISACA CISM Information Security Manager 

Certification Exam Structure? ....................................................... 2 

Enhance Knowledge with CISM Sample Questions: .................... 3 

What Study Guide Works Best in acing the ISACA CISM 

Information Security Manager Certification? ................................. 6 

Explore the Syllabus Topics and Learn from the Core: ........................................................... 6 

Make Your Schedule: ............................................................................................................. 6 

Get Expert Advice from the Training: ...................................................................................... 7 

Get Access to the PDF Sample Questions: ............................................................................ 7 

Avoid Dumps and utilize the ISACA CISM Practice Test: ....................................................... 7 

 

 

  

http://www.edusum.com


 CISM Exam Questions 

 

ISACA Information Security Manager Certification Practice Exam 2 
 

Get an Overview of the CISM Certification: 

Who should take the CISM exam? This is the first question that comes to a 
candidate’s mind when preparing for the Information Security Manager 
certification. The CISM certification is suitable for candidates who are keen to earn 
knowledge on the IT Security and grab their ISACA Certified Information Security 
Manager. When it is about starting the preparation, most candidates get confused 
regarding the study materials and study approach. But CISM study guide PDF is 
here to solve the problem. CISM PDF combines some effective sample questions 
and offers valuable tips to pass the exam with ease. 

Why Should You Earn the ISACA CISM 

Certification? 

There are several reasons why one should grab the CISM certification.  

• The Information Security Manager certification proves to be one of the 
most recognized certifications. 

• The certification badge proves the knowledge of the candidate regarding 
subject matters and makes his resume presentable to potential candidates.  

• Thus earning the ISACA Certified Information Security Manager is a 
powerful qualification for a prosperous career. 

What is the ISACA CISM Information Security 

Manager Certification Exam Structure? 

Exam Name ISACA Certified Information Security Manager (CISM) 

Exam Code CISM 

Exam Price ISACA Member $575 (USD) 

Exam Price ISACA Nonmember $760 (USD) 

Duration 240 mins 

Number of Questions 150 

Passing Score 450/800 

Books / Training 

Virtual Instructor-Led Training 

In-Person Training & Conferences 

Customized, On-Site Corporate Training 

CISM Planning Guide 

Schedule Exam Exam Registration  

Sample Questions ISACA CISM Sample Questions  

Practice Exam ISACA CISM Certification Practice Exam  

http://www.edusum.com
https://www.edusum.com/isaca/isaca-cism-certification-sample-questions
https://www.edusum.com/isaca/cism-isaca-information-security-manager
https://www.isaca.org/training-and-events/online-training/vilts
https://www.isaca.org/training-and-events/in-person-training
https://www.isaca.org/enterprise/enterprise-training
https://www.isaca.org/bookstore/cisa-exam-planning-guide/MKTG_CISMPG
http://www.isaca.org/myisaca
https://www.edusum.com/isaca/isaca-cism-certification-sample-questions
https://www.edusum.com/isaca/cism-isaca-information-security-manager
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Enhance Knowledge with CISM Sample 

Questions: 

Question: 1  

Who is accountable for ensuring that information is categorized and that specific protective 

measures are taken? 

a) The security officer 

b) Senior management 

c) The end user 

d) The custodian 

 Answer: b 

Question: 2  

To determine how a security breach occurred on the corporate network, a security manager 

looks at the logs of various devices. 

Which of the following BEST facilitates the correlation and review of these logs? 

a) Database server 

b) Domain name server 

c) Time server 

d) Proxy server 

 Answer: c 

Question: 3  

Which of the following BEST illustrates residual risk within an organization? 

a) Risk management framework 

b) Risk register 

c) Business impact analysis 

d) Heat map 

 Answer: a 
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Question: 4  

IT-related risk management activities are MOST effective when they are: 

a) treated as a distinct process 

b) conducted by the IT department 

c) communicated to all employees 

d) integrated within business processes 

 Answer: d 

Question: 5  

Which of the following is the BEST way to detect an intruder who successfully penetrates a 

network before significant damage is inflicted? 

a) Perform periodic penetration testing 

b) Establish minimum security baselines 

c) Implement vendor default settings 

d) Install a honeypot on the network 

 Answer: d 

Question: 6  

In order to protect a network against unauthorized external connections to corporate systems, 

the information security manager should BEST implement: 

a) a strong authentication. 

b) IP antispoofing filtering. 

c) network encryption protocol. 

d) access lists of trusted devices. 

 Answer: a 
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Question: 7  

A risk assessment and business impact analysis (BIA) have been completed for a major 

proposed purchase and new process for an organization. 

There is disagreement between the information security manager and the business department 

manager who will be responsible for evaluating the results and identified risk. 

Which of the following would be the BEST approach of the information security manager? 

a) Acceptance of the business manager’s decision on the risk to the corporation 

b) Acceptance of the information security manager’s decision on the risk to the corporation 

c) Review of the risk assessment with executive management for final input 

d) Create a new risk assessment and BIA to resolve the disagreement 

 Answer: c 

Question: 8  

Which of the following authentication methods prevents authentication replay? 

a) Password hash implementation 

b) Challenge/response mechanism 

c) Wired equivalent privacy encryption usage 

d) Hypertext Transfer Protocol basic authentication 

 Answer: b 

Question: 9  

The postincident review of a security incident revealed that there was a process that was not 

monitored. As a result monitoring functionality has been implemented. 

Which of the following may BEST be expected from this remediation? 

a) Reduction in total incident duration 

b) Increase in risk tolerance 

c) Facilitation of escalation 

d) Improvement in identification 

Answer: d 
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Question: 10  

Abnormal server communication from inside the organization to external parties may be 

monitored to: 

a) record the trace of advanced persistent threats 

b) evaluate the process resiliency of server operations 

c) verify the effectiveness of an intrusion detection system 

d) support a nonrepudiation framework in e-commerce 

 Answer: a 

What Study Guide Works Best in acing the ISACA 

CISM Information Security Manager Certification? 

The CISM study guide is a combination of some proven study tips and the 

combination of all valuable study materials like sample questions, syllabus and 

practice tests in one place. 

 

Explore the Syllabus Topics and Learn from the Core: 

If you are determined to earn success in the Information Security Manager exam, 

getting in full touch of the syllabus is mandatory. During preparation, you might 

not like all syllabus sections or topics, but try to get at least the fundamental 

knowledge from the sections you don’t like. The more you possess knowledge on 

all syllabus sections, the more is the chance to attempt maximum number of 

questions during the actual exam. 

Make Your Schedule: 

Studying and completing the syllabus becomes easier, if you work on the syllabus 

topics after making a schedule. Your syllabus must mention what areas you want 

to cover and within what time. Once you make a schedule and follow it regularly, 

syllabus completion becomes easier and preparation becomes smoother. 

http://www.edusum.com
https://www.edusum.com/isaca/isaca-information-security-manager-cism-exam-syllabus
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Get Expert Advice from the Training: 

Do not forget to join the ISACA CISM training if it is providing any. Training 

enhances the practical knowledge of a candidate, which helps them to work well 

in the practical field during projects.  

Get Access to the PDF Sample Questions: 

If your study material is in a PDF format or the materials are mobile-friendly, what 

could be better than that? Get access to the free sample questions and keep 

enhancing your knowledge beyond the syllabus. 

Avoid Dumps and utilize the ISACA CISM Practice Test: 

Why should you rely on practice tests? The reason is simple: you must get familiar 

with the exam pattern before reaching the exam hall. An aspirant aware of the 

exam structure and time management during the exam preparation can perform 

well in the actual exam and attempt the maximum number of questions during the 

exam. 

Many aspirants prefer to read from dumps, but they miss out on the self 

assessment method. Therefore, CISM practice tests always stand out to be the 

better choice than dumps PDF. 

Avail the Proven CISM Practice Test for Success!!! 

Do you want to pass the CISM exam on your first attempt? Stop worrying; we, 

EduSum.com are here to provide you the best experience during your ISACA 

Information Security Manager preparation. Try out our free mock tests to get a 

glimpse of our quality study materials, and build your confidence with the premium 

CISM practice tests. Our expert-designed questions help you to improve 

performance and pass the exam on your first attempt. 

http://www.edusum.com
https://www.edusum.com/isaca/isaca-cism-certification-sample-questions
https://www.edusum.com/isaca/cism-isaca-information-security-manager

